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Spot Impersonators

$

Learn more: ftc.gov/imposters
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Bank impersonators 

•  Don’t trust caller ID
•  Don’t give personal information to anyone who 
contacts you out of the blue
•  Don’t click links in unexpected texts or email

•If you’ve clicked a link by mistake, update your 
phone and computer’s software 
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Romance scams
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• Scammers are on dating apps but also social 

media

• Gain your trust – then they “need” money 

• Scammers demand payments with gift 
cards, wire transfers, and cryptocurrency
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Family emergency
with a twist

• New AI twist – clones the voice of 
your loved one

• Call the person to verify at a  
number you know is theirs.
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Hacked email or social media account?

Get back into your account. 
• Update your security software, run a scan and delete 

and malware
• Change your passwords
• Set up multi-factor authentication
• Follow the procedures of the provider

Back in?
• Check your account settings 
• What’s in your inbox
• Tell your friends
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What to do if you paid a scammer
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•Cash App: Chat through their app for the fastest service. 
• go to your profile & choose Support, or
• visit cash.app/help or call 1 (800) 969-1940

•Venmo: Chatting through their app for the fastest service
• go to your profile & choose Get Help, or 
• email Venmo’s contact form or call 1 (855) 812-4430

•PayPal: Report it online at PayPal’s Resolution Center or
• call PayPal at 1 (888) 221-1161

https://consumer.ftc.gov/now-leaving?external_url=https%3A%2F%2Fcash.app%2Fhelp&back_url=https%3A%2F%2Fconsumer.ftc.gov%2Farticles%2Fmobile-payment-apps-how-avoid-scam-when-you-use-one
https://consumer.ftc.gov/now-leaving?external_url=https%3A%2F%2Fhelp.venmo.com%2Fhc%2Fen-us%2Frequests%2Fnew%3Fticket_form_id%3D624807&back_url=https%3A%2F%2Fconsumer.ftc.gov%2Farticles%2Fmobile-payment-apps-how-avoid-scam-when-you-use-one
https://consumer.ftc.gov/now-leaving?external_url=https%3A%2F%2Fwww.paypal.com%2Fdisputes%2F&back_url=https%3A%2F%2Fconsumer.ftc.gov%2Farticles%2Fmobile-payment-apps-how-avoid-scam-when-you-use-one
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Report Fraud to the FTC

English:

ReportFraud.ftc.gov

Spanish:

ReporteFraude.ftc.gov
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Scam Prevention in Other Languages
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IdentityTheft.gov
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• personal recovery plans
• step-by-step advice
• prefilled forms & letters
• free and secure access
• chat & phone support
• Spanish language site
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FREE resources

• Learn about scams: 
• consumer.ftc.gov

• Get print materials: 
• ftc.gov/bulkorder
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Get Consumer scam alerts
• ftc.gov/consumeralerts 

Stay connected 
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http://www.ftc.gov/consumeralerts


Questions
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